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Abstract—Development of authorization mechanisms for secure information access by a large community of users in an open

environment is an important problem in the ever-growing Internet world. In this paper we propose a computational dynamic trust model

for user authorization, rooted in findings from social science. Unlike most existing computational trust models, this model distinguishes

trusting belief in integrity from that in competence in different contexts and accounts for subjectivity in the evaluation of a particular

trustee by different trusters. Simulation studies were conducted to compare the performance of the proposed integrity belief model with

other trust models from the literature for different user behavior patterns. Experiments show that the proposed model achieves higher

performance than other models especially in predicting the behavior of unstable users.
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1 INTRODUCTION

THE everyday increasing wealth of information avail-
able online has made secure information access mech-

anisms an indispensable part of information systems
today. The mainstream research efforts for user authori-
zation mechanisms in environments where a potential
user’s permission set is not predefined, mostly focus on
role-based access control (RBAC), which divides the
authorization process into the role-permission and user-
role assignment. RBAC in modern systems uses digital
identity as evidence about a user to grant access to
resources the user is entitled to. However, holding evi-
dence does not necessarily certify a user’s good behavior.
For example, when a credit card company is deciding
whether to issue a credit card to an individual, it does
not only require evidence such as social security number
and home address, but also checks the credit score, repre-
senting the belief about the applicant, formed based on
previous behavior. Such belief, which we call dynamic
trusting belief, can be used to measure the possibility that
a user will not conduct harmful actions.

In this work, we propose a computational dynamic trust
model for user authorization. Mechanisms for building
trusting belief using the first-hand (direct experience) as
well as second-hand information (recommendation and
reputation) are integrated into the model. The contributions
of the model to computational trust literature are:

� The model is rooted in findings from social science,
i.e., it provides automated trust management that
mimics trusting behaviors in the society, bringing

trust computation for the digital world closer to the
evaluation of trust in the real world.

� Unlike other trust models in the literature, the pro-
posed model accounts for different types of trust.
Specifically, it distinguishes trusting belief in integ-
rity from that in competence.

� The model takes into account the subjectivity of trust
ratings by different entities, and introduces a mecha-
nism to eliminate the impact of subjectivity in repu-
tation aggregation.

Empirical evaluation supports that the distinction
between competence and integrity trust is necessary in
decision-making [15]. In many circumstances, these attrib-
utes are not equally important. Distinguishing between
integrity and competence allows the model to make more
informed and fine-grained authorization decisions in dif-
ferent contexts. Some real-world examples are as follows:

1) On an online auction site, the competence trust of a
seller can be determined by how quickly the seller
ships an item, packaging/item quality etc., each
being a different competence type. The integrity trust
can be determined by whether he/she sells buyers’
information to other parties without buyer consent.
In the case of an urgent purchase, a seller with low
integrity trust can be authorized if he/she has high
competence trust.

2) For an online travel agency site, competence consists
of elements such as finding the best car deals, the
best hotel deals, the best flight deals etc., whereas
integrity trust is based on factors like whether the
site puts fraudulent charges on the customers’
accounts. In a context where better deals are valued
higher than the potential fraud risks, an agency with
lower integrity trust could be preferred due to higher
competence.

3) For a web service, the competence trust can include
factors such as response time, quality of results etc.,
whereas integrity trust can depend on whether the
service outsources requests to untrusted parties.
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While government agencies would usually prefer
high integrity in web services, high-competence
services with low integrity could be authorized for
real-time missions.

Experimental evaluation of the proposed integrity belief
model in a simulated environment of entities with different
behavior patterns suggests that the model is able to provide
better estimations of integrity trust behavior than other
major trust computation models, especially in the case of
trustees with changing behavior.

2 RELATED WORK

2.1 McKnight’s Trust Model

The social trust model, which guides the design of the
computational model in this paper, was proposed by
McKnight and Chervany [16] after surveying more than
60 papers across a wide range of disciplines. It has been
validated via empirical study [15]. This model defines
five conceptual trust types: trusting behavior, trusting
intention, trusting belief, institution-based trust, and dis-
position to trust. Trusting behavior is an action that
increases a truster’s risk or makes the truster vulnerable
to the trustee.

Trusting intention indicates that a truster is willing to
engage in trusting behaviors with the trustee. A trusting
intention implies a trust decision and leads to a trusting
behavior. Two subtypes of trusting intention are:

1) Willingness to depend: the volitional preparedness
to make oneself vulnerable to the trustee.

2) Subjective probability of depending: the likelihood
that a truster will depend on a trustee.

Trusting belief is a truster’s subjective belief in the fact
that a trustee has attributes beneficial to the truster. The fol-
lowing are the four attributes used most often:

1) Competence: a trustee has the ability or expertise to
perform certain tasks.

2) Benevolence: a trustee cares about a truster’s
interests.

3) Integrity: a trustee is honest and keeps commitments.
4) Predictability: a trustee’s actions are sufficiently

consistent.
Institution-based trust is the belief that proper structural

conditions are in place to enhance the probability of achiev-
ing a successful outcome. Two subtypes of institution-based
trust are:

1) Structural assurance: the belief that structures
deployed promote positive outcomes. Structures
include guarantees, regulations, promises etc.

2) Situational normality: the belief that the properly
ordered environments facilitate success outcomes.

Disposition to trust characterizes a truster’s general pro-
pensity to depend on others across a broad spectrum of sit-
uations. Two subtypes of disposition to trust are:

1) Faith in human: The assumptions about a general
trustee’s integrity, competence, and benevolence.

2) Trusting stance: A truster’s strategy to depend on
trustees despite his trusting belief about them.

Trust intention and trusting belief are situation and
trustee specific. Institution-based trust is situation specific.
Disposition to trust is independent of situation and trustee.
Trusting belief positively relates to trusting intention, which
in turn results in the trusting behavior. Institution-based
trust positively affects trusting belief and trusting intention.
Structural assurance is more related to trusting intention
while situational normality affects both. Disposition to trust
positively influences institution-based trust, trusting belief
and trusting intention. Faith in humanity impacts trusting
belief. Trusting stance influences trusting intention.

2.2 Computational Trust Models

The problem of establishing and maintaining dynamic trust
has attracted many research efforts. One of the first attempts
trying to formalize trust in computer science was made by
Marsh [13]. The model introduced the concepts widely used
by other researchers such as context and situational trust.

Many existing reputation models and security mecha-
nisms rely on a social network structure [1]. Pujol et al. pro-
pose an approach to extract reputation from the social
network topology that encodes reputation information [19].
Walter et al. [22] propose a dynamic trust model for social
networks, based on the concept of feedback centrality. The
model, which enables computing trust between two discon-
nected nodes in the network through their neighbor nodes,
is suitable for application to recommender systems. Lang
[9] proposes a trust model for access control in P2P net-
works, based on the assumption of transitivity of trust in
social networks, where a simple mathematical model based
on fuzzy set membership is used to calculate the trustwor-
thiness of each node in a trust graph symbolizing interac-
tions between network nodes. Similarly, Long and Joshi [11]
propose a Bayesian reputation calculation model for nodes
in a P2P network, based on the history of interactions
between nodes. Wang andWang [23] propose a simple trust
model for P2P networks, which combines the local trust
from a node’s experience with the recommendation of other
nodes to calculate global trust. The model does not take the
time of feedback into consideration, which causes the model
to fail in the case of nodes with changing behavior. Reliance
on a social network structure limits wide applicability of the
mentioned approaches, especially for user authorization.

FCTrust [8] uses transaction density and similarity to
calculate a measure of credibility of each recommender in
a P2P network. Its main disadvantages are that it has to
retrieve all transactions within a certain time period to
calculate trust, which imposes a big performance penalty,
and that it does not distinguish between recent and old
transactions. SFTrust [25] is a double trust metric model
for unstructured P2P networks, separating service trust
from feedback trust. Its use of a static weight for combin-
ing local and recommendation trust fails to capture node
specific behavior.

Das and Islam [3] propose a dynamic trust computation
model for secure communication in multi-agent systems,
integrating parameters like feedback credibility, agent sim-
ilarity, and direct/indirect trust/recent/historical trust
into trust computation. Matt et al. [14] introduce a method
for modeling the trust of a given agent in a multi-agent
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system by combining statistical information regarding the
past behavior of the agent with the agent’s expected future
behavior.

A distributed personalized reputation management
approach for e-commerce is proposed by Yu and Singh [24].
The authors adopt ideas from Dempster-Shafer theory of
evidence to represent and evaluate reputation. If two princi-
pals “a” and “b” have direct interactions, b evaluates a’s
reputation based on the ratings of these interactions. Other-
wise, b queries a TrustNet for other principals’ local beliefs
about a. The reputation of “a” is computed based on the
gathered local beliefs using Dempster-Shafer theory.

Sabater and Sierra propose a reputation model called the
Regret system [20] for gregarious societies. The authors
assume that a principal owns a set of sociograms describing
the social relations in the environment along individual,
social and ontological dimensions. The performance highly
depends on the underlying sociograms, although how to
build sociograms is not discussed.

The above mentioned trust computation approaches do
not consider “context” as a factor affecting the value of trust,
which prevents an accurate representation for real life situa-
tions. Skopik et al. [21] propose a dynamic trust model for
complex service-oriented architectures based on fuzzy logic.
Zhu et al. [26] introduce a dynamic role based access control
model for grid computing. The model determines authori-
zation for a specific user based on its role, task and the
context, where the authorization decision is updated
dynamically by a monitoring module keeping track of user
attributes, service attributes and the environment. Fan et al.
[5] propose a similar trust model for grid computing, which
focuses on the dynamic change of roles of services. Liu and
Liu [10] propose a Bayesian trust evaluation model for
dynamic authorization in a federation environment, where
the only context information is the domain from which
authorization is requested. Ma and He [12] propose a
genetic algorithm for evaluating trust in distributed applica-
tions. Nagarajan and Varadharajan [18] propose a security
model for trusted platform based services based on evalua-
tion of past evidence with an exponential time decay func-
tion. The model evaluates trust separately for each property
of each component of a platform, similar to the consider-
ation of competence trust in our proposed model. Although
these approaches integrate context into trust computation,
their application is limited to specific domains different
from the one considered in our work.

3 OVERVIEW OF THE TRUST MODEL

The trust model we propose in this paper distinguishes
integrity trust from competence trust. Competence trust is
the trusting belief in a trustee’s ability or expertise to per-
form certain tasks in a specific situation. Integrity trust is
the belief that a trustee is honest and acts in favor of the
truster. Integrity and benevolence in social trust models
are combined together. Predictability is attached to a com-
petence or integrity belief as a secondary measure.

The elements of the model environment, as seen in
Fig. 1, include two main types of actors, namely trusters
and trustees, a database of trust information, and different
contexts, which depend on the concerns of a truster and the

competence of a trustee. For the online auction site example
in Section 1, let us assume that buyer B needs to decide
whether to authorize seller S to charge his credit card for
an item I (authorize access to his credit card/contact infor-
mation). The elements of the model in this case are:

� Trusters are the buyers registered to the auction site.

� Trustees are the sellers registered to the auction site.

� The context states how important for B the shipping,
packaging and item quality competences of S for
item I are. It also states how important for B the
integrity of S is for this transaction.

� B can gather trust information about S from a data-
base maintained by the site or a trusted third party.
This information includes the ratings that S
received from buyers (including B’s previous rat-
ings, if any) for competence in shipping, packaging
and quality of I as well as S’s integrity. It also
includes the ratings of buyers (including B) for sell-
ers other than S in different contexts and ratings of
S for different items. Trust evaluation is recorded in
the database when a buyer rates a transaction with
a seller on the site.

3.1 Context and Trusting Belief

Context. Trust is environment-specific [13]. Both trusters’
concern and trustees’ behavior vary from one situation to
another. These situations are called contexts. A truster can
specify the minimum trusting belief needed for a specific
context. Direct experience information is maintained for
each individual context to hasten belief updating.

In this model, a truster has one integrity trust per trustee
in all contexts. If a trustee disappoints a truster, the misbe-
havior lowers the truster’s integrity belief in him. For
integrity trust, contexts do not need to be distinguished.
Competence trust is context-dependent. The fact that Bob is
an excellent professor does not support to trust him as a
chief. A representation is devised to identify the compe-
tence type and level needed in a context. Two functions that
relate contexts are defined.

Let Sc denote the universe consisting of all types of
competences of interest {c1; c2; . . . ; cn}, where each ci is a
different competence type. For example, Sc ¼ {cooking,
teaching, writing, . . .}. Let Mc denote the measurement of

Fig. 1. Model elements.
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a competence type c. For example, Mcooking ¼ {very bad,
bad, ok, good, excellent}. A partial order < : M�M !
{true, false} and a function dis: M�M ! ½0; 1� are defined
on Mc. For two elements mi and mj in Mc;mj is the
higher competence level if mi < mj. The dis function
measures the numerical distance between two elements
(its two arguments), outputting a value between 0 and 1.
mk is closer to mi than mj is, if disðmi;mjÞ > disðmi;mkÞ.

As shown in Fig. 2, a context representation is composed
of contextId, cType, cLevel. contextId is a unique identifier
assigned to each context. cType and cLevel are the compe-
tence type and level required respectively. cType assumes a
value c from Sc. The domain of cLevel is Mc. A context
needs one type of competence.

Two functions, hContxt: contextId � contextId ! {true,
false} and simLCTX: contextId � contextId � R½0;1� ! {true,
false}, are defined as follows. Here, R½0;1� denotes a real num-
ber ranging from 0 and 1. ct and cl are abbreviations of
cType and cLevel.

hContxt c1; c2ð Þ ¼ true; c1:ct ¼ c2:ct and c1:cl < c2:cl;
false; otherwise;

�
(1)

simLCTX c1; c2; dð Þ

¼ true; c1:ct ¼ c2:ct and dis c1:cl; c2:clð Þ < d;

false; otherwise:

�
(2)

If hContxtðc1; c2Þ is true, c2 requires the same type of com-
petence with higher level as c1 does. SimLCTX specifies
whether the levels required for two contexts with the same
type are sufficiently close to each other.

Trusting belief. Beliefs in two attributes, competence
and integrity, are separated. Context identifier is included
for competence belief. Values of both beliefs are real num-
bers ranging from 0 to 1. The higher the value, the more a
truster believes in a trustee. Predictability is a positive real
number. It characterizes the goodness of belief formed.
The smaller the predictability or uncertainty, the more
confident a truster is about the associated belief value.
Both the variability of a trustee’s behaviors and lack of
observations negatively impact the goodness of belief
formed. iNumber in competence belief records the number
of observations accumulated. Trusting beliefs can be clas-
sified into initial and continuous trust. Initial trust is the
belief established before a truster t1 interacts with a
trustee u1. Continuous trust is the belief after t1 has had
appropriate direct experience with u1.

3.2 Operations Defined on Trust Model

This section presents the operations defined on the trust
model. The notations in Table 1 are used for presentation.
The notation with superscript v is the value of a belief. The
one with superscript p is the associated predictability.

Direct trust for competence denoted by DTCv
t1!u1

cð Þ is
null, if t1 has not interacted with u1 in context c. Direct trust
for integrity denoted by DTIvt1!u1

cð Þ is null if t1 had no
direct experience with u1 before. Otherwise, it is a real num-
ber in the range of [0, 1]. Competence reputation denoted
by RCv

u1
cð Þ is null, if no truster knows about u1 in context c.

Integrity reputation denoted by RIvu1 is null, if no trusters
interacted with u1 before. Otherwise, they are real numbers
in the range of [0,1]. Reputation is an aggregation of trust
beliefs from different trusters. Details of competence and
integrity reputation are presented below.

The trust model defines four types of operations:
[Operation 1.] Form direct trusting belief ðDTCv

t1!u1
cð Þ;

DTCp
t1!u1

cð ÞÞ or ðDTIvt1!u1
; DTIpt1!u1

Þ. A method that com-
putes a direct trusting belief is called a belief formation
method. This work assumes that after each interaction, a
truster rates the competence and/or integrity of her coun-
terpart (i.e., the trustee). Ratings are assigned by comparing
a truster’s expectation defined in a contract with a trustee’s
performance [6]. Competence and integrity of the trustee
are assumed to be determinant factors of the corresponding
ratings. A belief formation method takes a competence or
integrity rating sequence assigned to a trustee as the input.
It outputs the corresponding direct trusting belief about the
trustee.

[Operation 2.] Aggregate trusting beliefs about u1 from
multiple trusters to his reputation ðRCv

u1
ðcÞ; RCp

u1
ðcÞÞ or

ðRIvu1 ; RIpu1Þ. A method that evaluates reputation is called a
reputation aggregation method. A reputation aggregation
method takes trusting beliefs from different trusters as input.

[Operation 3.] Build and test initial trust. This operation
computes ðTCv

t1!u1
ðcÞ; TCp

t1!u1
ðcÞÞ or ðTIvt1!u1

; TIpt1!u1
Þ. The

results are compared with two constants dc and dp respec-
tively. This is a more general form of Operation 1, where no
direct interaction between u1 and t1 is required in context c,
and is used for the initialization of the competence or integ-
rity belief value for the pair ðt1; u1Þ in this context.

[Operation4.]Updateand test continuous trust. This opera-
tion computes ðTCv

t1!u1
ðcÞ; TCp

t1!u1
ðcÞÞ or ðTIvt1!u1

; TIpt1!u1
Þ.

Fig. 2. Representation of context and trusting belief.

TABLE 1
Trust Model Notation
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The results are comparedwith two constants dc and dp respec-
tively. This is the same asOperation 3 except that it is used for
updatingbeliefs,not initializing.

Belief formation and reputation aggregation are atomic
operations. They are presented in the next two sections. The
last two operations are needed for user authorization. They
output a test result according to Table 2 or Table 3.

The methods that can be used to build a trusting belief
are summarized below, followed by a discussion of using
these methods to establish initial or continuous trust.

3.2.1 Methods to Build a Trusting Belief

Seven methods that can be used to build competence trust:
[M1.] Form trusting belief based on direct experience in a

specific context.

Precondition: DTCv
t1!u1

ðcÞ 6¼ null

TCv
t1!u1

ðcÞ :¼ DTCv
t1!u1

ðcÞ; (3a)

TCp
t1!u1

ðcÞ :¼ DTCp
t1!u1

ðcÞ: (3b)

[M2.] Consider direct trust about u1 in contexts that
require a higher competence level than c. Use the maximum
value and minimum predictability.

Precondition: 9c0�hContxt ðc; c0 Þ&DTCv
t1!u1

ðc0 Þ 6¼ null
�

TCv
t1!u1

cð Þ : ¼ maxðDTCv
t1!u1

�
c0i
�j

hContxt
�
c; c

0
i

�
&DTCv

t1!u1
c0i
� � 6¼ null;

(4a)

TCp
t1!u1

cð Þ : ¼ minðDTCp
t1!u1

�
c0i
�j

hContxt
�
c; c

0
i

�
&DTCv

t1!u1

�
c0i
� ¼ TCv

t1!u1
ðcÞ:
(4b)

[M3.] Consider direct trust about u1 in contexts that
require a lower competence level than c. Use the minimum
value and maximum predictability.

Precondition: 9c0�simLTCXðc; c0 ; dÞ&DTCv
t1!u1

c0ð Þ 6¼ null
�

TCv
t1!u1

cð Þ : ¼ minðDTCv
t1!u1

ðc0iÞj
simLCTX

�
c; c

0
i; d

�
&DTCv

t1!u1

�
c0i
� 6¼ null;

(5a)

TCp
t1!u1

ðcÞ : ¼ maxðDTCp
t1!u1

ðc0iÞj
simLCTX

�
c; c

0
i; d

�
&DTCv

t1!u1

�
c0i
� ¼ TCv

t1!u1
ðcÞ:

(5b)

[M4.] Request u1’s competence reputation in context c.

Precondition: 9t0�DTCv
t1!u1

ðcÞ 6¼ null
�

TCv
t1!u1

ðcÞ: ¼ RCv
u1
ðcÞ; (6a)

TCp
t1!u1

ðcÞ: ¼ RCp
u1
ðcÞ; (6b)

[M5.] Use the most common belief value about trustees
that t1 encountered in c. Suppose the belief values are in
the range of (a,b). Partition (a, b) into k (e.g., 10) intervals.
Let (a’, b’) be the interval containing most values. If there
are multiple such intervals (called multi-modal situation),
use the uncertainty handling policies in t1’s profiles to
choose one. mode ðDTCv

t1!uðcÞÞ is defined as a0þb0
2 . mode

ðDTCp
t1!u cð ÞÞ is computed in the same way.

Precondition: 9u0�DTCv
t1!u0 cð Þ 6¼ null

�
TCv

t1!u1
cð Þ: ¼ �

mode
�
DTCv

t1!uðcÞ
�jDTCv

t1!uðcÞ 6¼ null
�
;

(7a)

TCp
t1!u1

cð Þ: ¼ �
mode

�
DTCp

t1!uðcÞ
�jDTCp

t1!u cð Þ 6¼ null
�
:

(7b)

[M6.] Use the most common belief about all trustees
encountered by all trusters in c. This method is considered
only if (1) both c and u1 are new to t1; and (2) no truster
knows u1. mode ðDTCv

t!u cð ÞÞ and mode ðDTCp
t!u cð ÞÞ are com-

puted in the same way as mode ðDTCv
t1!u cð ÞÞ.

Precondition: 9u0
; t0

�
DTCv

t0!u0 cð Þ 6¼ null
�

TCv
t1!u1

cð Þ: ¼ �
mode

�
DTCv

t!u cð Þ�jDTCv
t!u cð Þ 6¼ null

�
; (8a)

TCp
t1!u1

cð Þ: ¼ �
mode

�
DTCp

t!u cð Þ�jDTCp
t!u cð Þ 6¼ null

�
: (8b)

[M7.] Use priori competence trusting belief specified in
t1’s local or global profile (defined in Section 3.3). The priori
belief in the local profile overrides the global one.

Four methods that can be used to build integrity belief:
[M8.] Form trusting belief based on direct experience if

there are previous interactions.

Precondition: DTIvt1!u1
6¼ null

TIvt1!u1
: ¼ DTIvt1!u1

; (9a)

TIpt1!u1
: ¼ DTIpt1!u1

: (9b)

TABLE 2
Test a Competence Trusting Belief

TABLE 3
Test Integrity Trusting Belief
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[M9.] Request u1’s integrity reputation.

Precondition: 9t0�DTIv
t
0!u1

6¼ null
�

TIvt1!u1
: ¼ RIvu1 ; (10a)

TIpt1!u1
: ¼ RIpu1 : (10b)

[M10.] Use the most common beliefs about trustees that
t1 encountered. mode ðDTIvt1!uÞ and mode ðDTIpt1!uÞ are
computed in the same way as mode ðDTCv

t1!uðcÞÞ. This
method is always applicable except for the first trustee
encountered by t1.

Precondition: 9u0�DTIvt1!u0 6¼ null
�

TIvt1!u1
: ¼ �

mode
�
DTIvt1!u

�jDTIvt1!u 6¼ null
�
; (11a)

TIpt1!u1
: ¼ �

mode
�
DTIpt1!u

�jDTIpt1!u 6¼ null
�
: (11b)

[M11.] Use priori integrity trusting belief specified in t1’s
global profile.

3.2.2 Building and Testing Trusting Beliefs

Different methods are used under various situations for
building and testing trusting beliefs. A candidate method set
includes the methods considered in a specific situation. A
method is applicable only if: (1) it is in the current candidate
method set, and (2) its precondition holds.

Building and testing initial competence trust. There are four
scenarios when t1 is about to establish initial trust about u1

in c: (1) both c and u1 are new; (2) c is known but u1 is new;
(3) c is new but u1 is known; (4) both c and u1 are known. A
context c is known if the truster has experience with some
trustee in c. A trustee u1 is known if she interacted with t1
before. The candidate method set for all scenarios and the
order of their priorities are summarized in Table 4. � is a
partial order defined on the method priority set. The rela-
tionship between two methods enclosed in one “{}” is unde-
fined by the model itself. This is an ambiguous priority set.
� is extended to a total order according to t1’s method prefer-
ence policies.

The algorithm to build and test an initial competence
trusting belief is shown in Fig. 3. The algorithm initializes
unusedMS using the appropriate candidate method set. It
chooses the applicable method M with highest priority in
unusedMS. The input threshold parameters dc and dp are
compared with the trusting belief generated byM. If “true’”
or “false” is obtained, this result is output. Otherwise M is
removed, trusting belief is saved and the process is repeated
with the next M. In the case that the algorithm outputs no

result after all methods are considered, one trusting belief is
chosen (i.e., r is chosen among all results) based on impreci-
sion handling policies. The value of the belief is compared
with dc.

Building initial integrity trust. Truster t1 uses her priori
integrity trusting belief for the first trustee she encountered.
If u1 is not the first trustee, the candidate method set and
the order of their priorities are: M9f g � fM10;M11g. The
algorithm to build and test initial integrity trusting belief is
similar to that in Fig. 3.

Building continuous competence trust. The candidate
method set and the order of their priorities are: M1f g �
fM2;M4g. The algorithm to build and test continuous com-
petence trust is similar to that in Fig. 3.

Building continuous integrity trust. The candidate method
set and the order of their priorities are: M8f g � fM9;M10g.
The algorithm to build and test continuous integrity trust is
similar to that in Fig. 3.

3.3 Global and Local Profiles

Each truster t1 has one global profile. The profile contains:
(1) t1’s priori integrity and competence trusting belief;
(2) method preference policies; (3) imprecision handling
policies; (4) uncertainty handling policies; (5) parameters
needed by trust-building methods. t1 can have one local
profile for each context. Local profiles have a similar struc-
ture as global profiles. The content in a local profile over-
rides that in the global one. Fig. 4 shows the definition of
global and local profiles.

As aforementioned, method preference policies, defined
as PreferencePolicy, are to extend the partial order � to a total
order. Therefore, no two methods have the same priority.
iCompetence and cCompetence are used when building initial
and continuous competence trust respectively. iCompetence
consists of four parts corresponding to the four scenarios to
build initial competence trust. iIntegrity and cIntegrity are
for establishing integrity trusting belief. Relationships
are separately defined on each ambiguous priority set. For

TABLE 4
Candidate Method Set to Build Initial Competence Trust

Fig. 3. Algorithm to build/test initial competence trusting belief.
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example, the fourth scenario in building initial competence
trust has two ambiguous priority sets {M2, M3, M4} and
{M5, M7}. Hence, the third part of iCompetence is <<mId3>,
<mId2>>. Here, mId is the identifier of a method.
<mIdn > is the abbreviation of a string <mId; . . . ; mId>
with n mIds. A method whose mId is in the ith place has
the ith highest priority in that set.

Imprecision handling policies are used to choose a belief
value when the tests on trusting beliefs generated by all
applicablemethods return “uncertain”. There are three types
of policies: If the “false” policy is specified, use “0” as the
belief value. This implies that a test failed. If the “priority”
policy is adopted, the belief generated by the method with
the highest priority is chosen. If “MinPredictability” policies
are used, the belief with the lowest predictability is selected.
If multiple beliefs have the lowest predictability, they are
distinguished by tValue, which is a constant specifying
whether to choose the minimum, maximum ormedian belief
value. The value of this constant is also set by the imprecision
handling policy.

Uncertainty handling policies are used by three belief
building methods,M5,M6, andM10, in the multimodal sit-
uation. Minimum, maximum or median values can be used
based on the policy. They correspond to pessimistic, opti-
mistic, and realistic attitudes as argued by Marsh [13].

MethodPar provides the values to the parameters a
method needs. Currently, only the third method needs d

that specifies the proximity threshold between two contexts.

4 BELIEF INFORMATION AND REPUTATION

AGGREGATION METHODS

4.1 Competence Belief

Belief about a trustee’s competence is context specific. A
trustee’s competence changes relatively slowly with time.
Therefore, competence ratings assigned to her are viewed

as samples drawn from a distribution with a steady
mean and variance. Competence belief formation is formu-
lated as a parameter estimation problem. Statistic methods
are applied on the rating sequence to estimate the steady
mean and variance, which are used as the belief value about
the trustee’s competence and the associated predictability.

Let R denote the competence rating set R ¼ fr1; . . . ; rng
where ri 2 ½0; 1�:r1; r2; . . . ; rn are independently drawn
from an underlying distribution. The mean and variance
of the distribution need to be inferred based on the rat-
ings. Like any statistical inference problem, the inference
contains two parts: (1) estimated value (2) a measure of its
goodness. Usually, a distribution from a restricted family
is chosen to approximate the underlying distribution. We
use the Normal distribution Nðm; s2Þ, where m corre-
sponds to the mean and s2 corresponds to the variance. m
estimates the trusting belief about the trustee’s compe-
tence denoted as bc : s

2 characterizes the variability of the
underlying distribution and is positively correlated with
predictability. The goodness of estimation is measured via
a confidence interval. 90 percent confidence intervals for
m and s2 are constructed. The length of the confidence
interval of m is used as the associated predictability pc.
This method assumes that the observations are drawn
from a normal distribution. This assumption may not
hold and the result may be misleading. Goodness-of-fit
tests can check whether the assumption is valid or not. In
summary, the approach is: (1) estimate m and s2; (2) mea-
sure the goodness of the inferences; (3) test the normality
of the distribution (4) Let bc ¼ m and pc ¼ length of the
confidence interval if the inference is good enough and
the data set approximately follows a normal distribution.

k-Statistic defined in (12) is used in computation. Let m̂
and ŝ denote the estimation values of m and s. The unbiased
estimators of m and s2 are k1 and k2.

Sm ¼
Xn
i¼1

ðriÞm;

k1 ¼ S1=n;

k2 ¼
�
nS2 � S2

1

�
=ðnðn� 1ÞÞ:

(12)

For m, if the number of ratings n is greater than 45, the
length of the confidence interval can be approximated by
(13a). Here, 1.645 is the z value such that 5 percent of the
whole area lies to its right in a standard normal distribu-
tion. In this equation, s is replaced by ŝ. This substitution is
applicable only when the size of the rating set is large. In
the case there are few ratings, i.e., n < 45, (13a) is not suit-
able. Fortunately, the underlying population distribution is
normal based on the assumption. t-distribution (i.e., stu-
dent distribution) [17] is used to construct the confidence
interval. Equation (13b) computes the length of the confi-
dence interval in this case. In this equation, t0:05(n-1)
denotes the critical value of t distribution with (n-1) degrees
of freedom such that 5 percent of the area lies to its right:

interval length form :

¼
2 � 1:645 �

ffiffiffiffi
k2
n

q
n � 45 ð13aÞ;

2 � t0:05 n� 1ð Þ �
ffiffiffiffi
k2
n

q
n < 45 ð13bÞ:

8><
>:

Fig. 4. Global and local profile definitions.
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n ¼ 45 is chosen as the dividing line between large and
small rating sets due to two reasons: (1) The critical value of
t is always larger than the corresponding z value. t distribu-
tion approaches the normal distribution as n increases.
(2) The critical value of t0:05 ¼ 1:6794 is quite close to z0:05,
(i.e., 1.645) when the degree of freedom is 44.

The length of the 90 percent confidence interval for s2

is shown in (14a). Here, x2
0:05ðn� 1Þ is the critical value

of x2 distribution with (n–1) degrees of freedom such

that 5 percent of the area lies to the right. x2
0:95 n� 1ð Þ is

defined similarly. Unlike z values, x2 is asymmetric and

x2
0:05 n� 1ð Þ 6¼ x2

0:95 n� 1ð Þ: Equation (14a) is a straightfor-

ward application of Fisher’s result (i.e., x2
a nð Þ 	 1

2 ðza þ
ð ffiffiffiffiffiffiffiffiffiffiffiffiffiffi

2n� 1
p Þ2Þ) when n is large) for (14b):

interval length for s2

¼
2ðn�1Þk2

ð1:645þ ffiffiffiffiffiffiffiffi
2n�1

p Þ2 þ
2ðn�1Þk2

ð�1:645þ ffiffiffiffiffiffiffiffi
2n�1

p Þ2 n � 45 ð14aÞ;
ðn�1Þk2

x2
0:05

ðn�1Þ �
n�1ð Þk2

x2
0:95

n�1ð Þ n < 45 ð14bÞ:

8<
:

In this model, we assume the existence of a reputation
server that acts properly on behalf of trusters. It is assumed
that trusters are honest in providing information. The
attacks discussed in [4] do not exist. Trusters are subjective
and utilize different evaluation criteria. Reputation aggrega-
tion methods shall eliminate the effect of subjectivity and
output a result close to the trusting belief the reputation
requester would have obtained if she had directly interacted
with the trustee.

Let t� denote the truster who requests reputation infor-
mation about trustee u. Let t1; t2; . . . ; tk denote the trusters
who submit a direct competence trusting belief about u to
the reputation server. Suppose u follows a distribution with
mean m� and variance s2

� from the perspective of t�’s. Please
note m� and s2

� are true values, not estimated values from
existing ratings. Let mi and s2

i denote the mean and variance
of u from ti’s point of view. Because of the subjectivity, m�
and s2

� are different from mi and s2
i even when u behaves

consistently. Subjectivity between trusters is formulated in
(15). Here, Dmi and ci are constants. Equation (15a) is inter-
preted as “An excellent behavior for Alice is just good for
Bob”. Equation (15b) can be explained by “the rating range
of Bob is greater than that of Alice”.

mi ¼ m� þ Dmi; (15a)

s2
i ¼ cis

2
�: (15b)

To eliminate the subjectivity of a truster from the per-
spective of a requestor is to calibrate such deviations. m�
and s2

� are estimated based on estimated mi and s2
i , and

interaction numbers submitted by k trusters. They are
denoted as hm̂1; ŝ

2
1; n1i; hm̂2; ŝ

2
2; n2i; . . . :; hm̂k; ŝ

2
k; nki. From

Section 4.1, we know m̂i can be viewed as the value of a ran-
dom variable with mean m� þ Dmiand variance cis

2�
ni
. ŝ2

i is the
value of a random variable whose mean is cis

2
�.

Equation (16) defines an estimator for m�. Two estimators
for s2 are given in (17a) and (17b).

estimator for m� ¼
Pk

i¼1 m̂i

k
�
Pk

i¼1 Dmi

k
; (16)

estimator for s2
� ¼

Pk
i¼1

ðni�1Þŝ2
i

ciPk
i¼1ðni � 1Þ; (17a)

estimator for s2
� ¼

k

ffiffiffiffiffiffiffiffiffiffiffiffiYk
i¼1

ŝ2
i

ci

vuut : (17b)

Estimation bound. Let Xi denote the random variable for
m̂i. Let Yi ¼ Xi � Dmi:Y1; Y2; . . . ; Yk are independent. Let Mk

denote ðPk
i¼1 YiÞ=k. Equation (18) gives the mean and vari-

ance of Yi:

E Yi½ � ¼ m�; D Yið Þ ¼ cis
2
�=ni: (18)

Let rmax denote max
ffiffiffiffiffiffiffiffiffiffiffiffi
c1=n1

p
;

ffiffiffiffiffiffiffiffiffiffiffiffi
c2=n2

p
; . . . ;

ffiffiffiffiffiffiffiffiffiffiffiffi
ck=nk

p� 	
.

According to Liapunov’s central limit theorem, when k is
large, we have the following result:

P Mk � rmax � 1:645 � s�ffiffiffi
k

p < m� < Mk þ rmax � 1:645 � s�ffiffiffi
k

p
� 

� 0:9:

(19)

A threshold d1 on ci=ni is set with (19). i’s trusting belief
is taken into consideration only if ci=ni 
 d1. An interval
enclose m� with at least 90 percent confidence coefficient
can be constructed from (19). The intervals corresponding
to different conditions are provided in (20a) and (20b):

P Mk � 1:645s�ffiffiffi
k

p < m� < Mk þ 1:645s�ffiffiffi
k

p
� 


� 0:9 if ci 
 ni;

(20a)

P Mk � 3:29s�ffiffiffi
k

p < m� < Mk þ 3:29s�ffiffiffi
k

p
� 


� 0:9 if ci 
 4ni:

(20b)

Let Xi denote the random variable for ŝ2
i . Let

Yi ¼ ððni � 1ÞXiÞ=ci. Here, ni and ci are constants. Let Sk

denote
Pk

i¼1 Yi=
Pk

i¼1ðni � 1Þ. We have

P
Sk

1:645ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2
Pk

i¼1
ðni�1Þ

q þ 1

0
@

1
A

2
< s2

� <
Sk

�1:645ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2
Pk

i¼1
ðni�1Þ

q þ 1

0
@

1
A

2

8>>>>>>><
>>>>>>>:

9>>>>>>>=
>>>>>>>;

¼ 0:9:

(21)

Let rmin denote 1:645=
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
2minðn1; n2; . . . ; nkÞ

p
. We can get a

simplified bound from (21):

P
Sk

rminffiffiffiffiffiffi
k�1

p þ 1
� 	2

< s2
� <

Sk

1� rminffiffiffiffiffiffi
k�1

p
� 	2

8><
>:

9>=
>; � 0:9: (22)

If a truster submits her trusting belief only if interaction
number is greater than a threshold d2, an interval enclose s2

�
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with at least 90 percent confidence coefficient can be con-
structed from (22). Particularly, d2 ¼ 2 leads to the following
bound:

P
Sk

1ffiffiffiffiffiffi
k�1

p þ 1
� 	2

< s2
� <

Sk

1� 1ffiffiffiffiffiffi
k�1

p
� 	2

8><
>:

9>=
>; � 0:9: (23)

The aforementioned estimators for m� and s2 use Dmi and ci
that are unknown. Two methods to estimate them are dis-
cussed in the rest of this section.

4.2 Estimation of Dmi and ci Based on Previous
Knowledge

Two trusters become acquainted if they share a set of com-
monly rated trustees. It is assumed that a truster uses the
consistent rating criteria for all trustees. Dmi and ci are esti-
mated by comparing the trusting beliefs about trustees
known by both t� and ti. DmI and ci are computed using
(15a) and (15b). This approach is named as competence rep-
utation evaluation based on knowledge (CRE-K). The pre-
requisite of CRE-K is that the reputation requester has a set
of commonly rated trustees with each of the trusters who
provide the trusting beliefs.

Suppose t� is the truster who requests information. We
want to evaluate Dmi for truster ti. Let fu1; u2; . . . ; ung be the
trustees about whom both t� and ti submit trusting beliefs.
fmt�!u1

;mt�!u2
; . . . ;mt�!ung and fmti!u1

;mti!u2
; . . . ;mti!ung

denote the competence trusting beliefs from t� and ti
respectively. Plugging mt�!uj

and mti!uj
into (15a) yields n

equations:

mti!u1
¼ mt�!u1

þ Dmi; . . . ;mti!un ¼ mt�!un þ Dmi: (24)

Dmi is the only unknown in above equation array. We find
the Dmi that minimizes the sum of square errors in (25):

Dmi ¼
Pn

j¼1ðmti!uj
� mt�!uj

Þ
n

: (25)

Similarly, we construct n equations where ci is the only
unknown and find the ci minimizing the sum of square
errors in (26):

ci ¼
Pn

j¼1 s
2
ti!uj

s2
t�!ujPn

j¼1 s
4
t�!uj

: (26)

If this method is used, we will use the first estimator for s2
�.

Plugging the above results in (16) and (17a) yields:

estimator for m� ¼
Pk

i¼1 m̂i

k
�
Pk

i¼1

Pn

j¼1
ðmti!uj�mt�!uj Þ

n

k
;

(27a)

estimator for s2
� ¼

Pk
i¼1

ðni�1Þŝ2
iPn

j¼1
s2ti!uj

s2t�!uj
=
Pn

j¼1
s4t�!ujPk

i¼1ðni � 1Þ : (27b)

The method discussed requires truster t� to have a lot of
acquaintances in the truster set. If this requirement is not

satisfied, we can enlarge t�’s acquaintance set using the idea
of delegation. t� appoints some trusters td he knows as dele-
gators and uses Dmtd!ti

and ctd!ti as Dmt�!ti
and ct�!ti . A

delegator of t� shall satisfy two constraints: (1) Dmt�!td
¼ 0,

and (2) ct�!td ¼ 1. The method of hypothesis testing is used
to check whether t� shall choose a truster ti as a delegator.

First, we will test the hypothesis related to Dmtd!ti
based

on the data set fmti!u1
� mt�!u1

; . . . ;mti!uk
� mt�!uk

g. Here,
u1; u2; . . . ; uk are the trustees evaluated by both t� and ti.
The mean and variance of the data set are computed as
follows:

mdiff ¼
Pn

j¼1ðmti!uj
� mt�!uj

Þ
k

; (28a)

smdiff
¼

Pk
j¼1

�ðmti!uj
� mt�!uj

Þ � mdiff

�2
k� 1

: (28b)

The following null and alternative hypothesis is used:

H0 : Dmt�!td
¼ 0;

H1 :Two� tailed test : Dmt�!td
6¼ 0:

�

The test statistic and rejection condition are summarized in
Table 5. If ti and t� evaluate a lot of trustees together, we
use z value. Otherwise, t value is used.

Second, we will test the hypothesis related to ct�!td ¼ 1 in

the same way. The data set is fs
2
ti!u1

s2t�!u1

; . . . ;
s2ti!uk

s2t�!uk

g. Those trust-
ers who pass both tests are selected as delegators that are

introduced to broaden the applicability of CRE-K.

4.3 Estimation Based on Priori Assumptions

The second method to estimate Dmi and ci is based on priori

assumptions about the distribution of trusters. This method

uses the second estimator of s2
�, i.e., (17b). Instead of esti-

mating each Dmi and ci, this method estimates E½ðPk
i¼1

DmiÞ=k� and k
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiQk

i¼1 ci

q
based on assumptions and uses them

to substitute ðPk
i¼1 DmiÞ=k and ci in (16) and (17b). This

approach is named as competence reputation evaluation

based on assumption (CRE-A).

To estimate E½ðPk
i¼1 DmiÞ=k�, we assume:

1. Dmi’s are independently drawn from the same
distribution.

2. All states are equally preferable (i.e., the principle of
insufficient reasoning).

TABLE 5
Hypothesis Test to Choose a Delegator
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The first assumption states that Dm1;Dm2; . . . ;Dmk are
independent and identically distributed. According to the
second assumption, given m� ¼ a;Dmi has a uniform distri-
bution in the range ða; 1� aÞ. Therefore, we get the condi-
tional expectation in Equation (29).

E

Pk
i¼1 Dmi

k

����m� ¼ a

" #
¼ 0:5� a (29)

Based on the same assumption, m� has the same probabil-
ity to assume any value in [0, 1]:

E

Pk
i¼1 Dmi

k

" #
¼

Z 1

0

E

Pk
i¼1 Dmi

k

����m� ¼ a

" #
da

¼
Z 1

0

0:5� @ð Þda ¼ 0:

(30)

To estimate
k
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiQk

i¼1 ci

q
, we assume:

1. ci’s are independently drawn from the same
distribution.

2. It is equally likely that s2
i ¼ as2

� and s2
i ¼ s2

�=a.

Let Yk¼ lnðk
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiQk

i¼1 ci

q
Þ ¼ ðPk

i¼1 lnðciÞÞ=k. The second

assumption states that the probability density function of ln

ci is symmetric and centered at 0, i.e., E½lnðciÞ� ¼ 0. Accord-

ing to the strong law of large numbers theorem, we have

P ðlimk!1 Yk ¼ 0Þ ¼ 1 i.e., P ðlimk!1
k
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiQk

i¼1 ci

q
¼ 1Þ ¼ 1.

In summary, if this method is used, the estimators are:

estimator form� ¼
Pk

i¼1 m̂i

k
; (31a)

estimator for s2
� ¼

k

ffiffiffiffiffiffiffiffiffiffiffiffiYk
i¼1

ŝ2
i

vuut : (31b)

5 INTEGRITY BELIEF

Integrity may change fast with time. Furthermore, it pos-
sesses a meaningful trend. Evaluation of integrity belief is
based on two assumptions:

� We assume integrity of a trustee is consistent in all
contexts.

� Integrity belief may vary largely with time. An
example is a user behaving well until he reaches a
high trust value and then starts committing fraud.

We used mean as an estimator for competence belief as it
is relatively steady with time. For integrity belief, this
assumption is excluded. When behavior patterns are pres-
ent, the mean is no more a good estimator. The similarity
between a rating sequence and a time series inspires us to
adopt the method of double exponential smoothing [7] to
predict the next rating based on a previous rating sequence.

Let ri denote the ith rating and fiþ1 denote the forecast
value of riþ1 after observing the rating sequence r1; . . . ; ri.
Equation (32) shows how to compute fiþ1:

Si ¼ aðri�2 þ ri�1 þ riÞ=3þ 1� að ÞSi�1 þ bi�1; (32a)

bi ¼ b Si � Si�1ð Þ þ 1� bð Þbi�1; (32b)

fiþ1 ¼ Si þ bi: (32c)

In the above equation array, (32a) computes the overall
exponential smoothing, (32b) is the trend smoothing, and
(32c) is the prediction after observing r1; . . . ; ri. The reason
that we use the average of ri�2; ri�1; ri is to make the model
tolerant to random noise. We use the initial condition
defined in (33):

S1 ¼ r1; b1 ¼ r2 � r1: (33)

Equations in (32) may generate results out of the range
(0, 1). In this case, we resort to a single exponential
smoothing (SES) to bound double exponential smoothing.
We call it BDES-S.

There are two parameters in (32), a and b. Both values are
in the range (0, 1). Their initial values are set by a truster. a
and b are updated after the ratings cumulate. They are
determined such that the mean of the squared error (MSE)
between the rating sequence and predictions are mini-
mized. Given a rating sequence fr1; r2; . . . ; rngwe can deter-
mine a and b that minimize the MSE between two
sequences using non-linear optimization algorithms such as
the Marquardt algorithm [2]. In order to reduce computa-
tional complexity, we approximate a and b using a simpli-
fied procedure:

� The parameters are updated every time a new rating
is added;

� Only the latest sequence with length 4 is used to
update the parameters;

� We find the best parameters with a range between
0.1 and 0.9 precise in 1 decimal place.

We find ai and bi by minimizing by solving the optimiza-
tion problem in (34):

MSEi ¼ min
�
Si�1 � rið Þ2þ Si�2 � ri�1ð Þ2þ Si�3 � ri�2ð Þ2�;
ai;bi " f0:1; 0:2; . . . ; 0:9g: (34)

Let ti denote the trusting belief in integrity after observ-
ing i ratings. Let pi denote the predictability associated with
ti. When i � 2; ti and pi are defined in (35a)-(35b):

ti ¼ fiþ1; (35a)

pi ¼
Pi

j¼1
jfj�rjj

rj

i
¼

i� 1ð Þpi�1 þ jfj�rjj
rj

i
: (35b)

The ðiþ 1Þth prediction computed using (32c) is used as
the ith integrity trusting belief. Predictability characterizes
the confidence in the belief (i.e., prediction). Mean of
squared errors between predictions and ratings are used as
pi. The lower the value of pi, the higher the confidence is.
Like ti; pi is computed using a recursive formula.

To evaluate ti and pi, the latest four ratings instead of the
whole rating sequence are needed. In addition, we have to
store two S values (i.e., Si and Si�1) and two b values (i.e., bi
and bi�1). A time threshold is set by a truster. Any S; b and
ratings before that time are discarded.
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Each time a new rating is added, the trusting belief and
predictability are reevaluated. The procedure to evaluate ti
and pi when fri�3; ri�2; ri�1; rig are available is outlined as
follows:

1. Compute ai and bi using (34).
2. Compute Si; bi; fiþ1 using (32).
3. Compute ti and piusing (35).
If i < 4, we ignore the step of updating ai and bi and use

the initial parameters instead.
The aforementioned approach is extended to evaluate

reputation. Let Lt denote the length of a time interval. Integ-
rity trusting beliefs from different trusters are sorted in an
ascending order based on time-stamp. The direct evaluation
algorithm is applied on this sequence. The prediction gener-
ated is the evaluated integrity reputation.

6 EXPERIMENTAL STUDY OF TRUST MODEL

Experimental studies were conducted to evaluate the integ-
rity belief model proposed in Section 5. The objective is to
identify the suitable approaches for various scenarios (dif-
ferent types of trustees) and obtain guidelines to determine
the appropriate values of parameters for the algorithms.
Sections 6.1, 6.2 and 6.3 evaluate the approaches to build
integrity belief based on direct experience.

We also conducted experiments to evaluate the compe-
tence belief model introduced in Section 4. The CRE-A and
CRE-K methods were evaluated under different scenarios,
with trustee behavior generated using a normal distribu-
tion. Experiments were conducted to compare the true
mean and variance with the estimated mean and variance
of competence reputation for different number of trusters.
The relative error (RE) of CRE-A was found to be around
5 percent, and that of CRE-K was less than 3.5 percent,
which are promising results. We omit detailed experiment
results due to space constraints.

6.1 Study on Integrity Belief Building Methods

In this section, the BDES algorithm is compared with three
other algorithms for five trustee behavior patterns.

Algorithms compared. The algorithms compared are BDES,
simple average, single exponential smoothing, and the
time-weighted average, called REGRET, proposed in [20].
Let ti denote the trusting belief after observing rating

sequence r1; r2; . . . ; ri. Table 6 summarizes how ti is evalu-
ated under the four algorithms. w(k, i) in REGRET is a time
dependent function giving higher values to ratings tempo-
rally close to ri. Table 7 shows the initial values of the
parameters of BDES and SES. A function linearly decreasing
with (i – k) is used as w(k, i) in REGRET.

Experiment setup. For the experiments discussed in
Sections 6.2 and 6.3 below, trustee behavior was simulated
using the five different integrity rating generation func-
tions detailed below. A rating for trustee u generated by a
behavior pattern function at time i is considered to be the
true integrity rating submitted for u by a truster t at time
point i. For each behavior pattern experiment, a sequence
of 100 ratings for each trustee were generated using the pat-
tern function and the performances of the four integrity
belief building methods listed above were evaluated by
measuring the difference between the true rating and the
rating output by the integrity belief method at each point in
the sequence. Note that the identity of the trusters is not rel-
evant in this case: The 100 ratings for a trustee could be sub-
mitted by a single truster or by 100 different trusters.

Generate ratings based on trustee behavior patterns. The true
values of integrity trusting belief about a trustee can be
viewed as the range of a time dependent function fðiÞ. A
pattern is a family of fðiÞs with the same form. It is impossi-
ble and unnecessary to enumerate all possible forms of
fðiÞs. We are interested in meaningful patterns revealing
the trend and intention of a trustee’s behavior. Five types of
patterns, random trustee, stable trustee, trend trustee, jump-
ing trustee and two-phase trustee, are identified and used
in the experiments. The random pattern shows that the
trustee’s behavior is variable. Prediction based on previous
knowledge may not lead to good results. On the other hand,
we can expect to precisely predict the next performance of a
trustee with a stable pattern. The trend pattern captures the
improving or deteriorating behavior pattern. The jumping
and two-phase patterns indicate a sudden shapely change.
Usually, they imply misbehaving of trust builders.

TABLE 6
Algorithms to Build Integrity Belief

TABLE 7
Parameters Used in Experiments

TABLE 8
Trustee Behavior Patterns
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Table 8 shows the form of fðiÞ for each pattern. In this
work, the independent variable of fðiÞ is the number of
interactions. cis and nis are constants. Based on the behav-
ior patterns, we can systematically evaluate a belief forma-
tion algorithm. The effectiveness of an algorithm in an
environment is determined by (1) how the algorithm per-
forms for each type of trustee, and (2) what is the distribu-
tion of trustees belonging to each?

In this section, we study the first issue. Algorithms are
evaluated against the interaction sequences representing
different trustee behaviors. Each interaction sequence is
generated to reflect certain trustee behavior patterns. A
trustee’s behavior is determined by her trustworthiness and
is influenced by some unpredictable factors. Therefore, the
ith rating is generated using (36). The ith rating falls into
½fðiÞ � 0:1; fðiÞ þ 0:1] with probability 90 percent. The inter-
val is interpreted as the region where relative error is
smaller than 10 percent:

N
�
f ið Þ; 0:1=1:645ð Þ2�: (36)

6.2 Distribution of Errors

The first set of experiments compares absolute error (AE)
and relative error, as defined in (37a) and (37b) respectively,
of the four algorithms. We choose this measurement
because the purpose of evaluating ti is to forecast riþ1, i.e., a
good trust building algorithm shall output good predic-
tions. Absolute and relative errors characterize how close
one prediction is to the true value:

AE ¼ jti � riþ1j; (37a)

RE ¼ jti � riþ1j=jriþ1j: (37b)

We generate 100 ratings for each type of behavior pat-
tern. The parameters are summarized in Table 9. Four algo-
rithms are applied on each trustee. The absolute and
relative error for each predication is computed. The distri-
bution of errors generated by each algorithm is plotted
using cumulative frequency figures.

6.2.1 Results and Observations

A trustee with random behavior pattern. For a trustee who has
the random behavior pattern, the next behavior has no rela-
tion to the previous behaviors. The rating can increase or
decrease sharply at any time. Because the behavior of the
trustee is completely unpredictable, none of the evaluated
algorithms is able to provide a good prediction of how the

next behavior will be. The Average, SES, and REGRET algo-
rithms have almost the same performance in terms of abso-
lute error, as shown in Fig. 5a. The Average algorithm
performs slightly better than the other two. About 88 percent
of its results have an absolute error less than 0.4, while the
percentages of the SES and REGRET algorithms are 85 and
81 percent respectively. Nearly all results of these three
algorithms have an absolute error less than 0.6. The BDES
algorithm fails to achieve low error rate in this experiment.
Only 70 percent of its results have an absolute error less
than 0.4. The upper bound of the error is 0.8 instead of 0.6.
Fig. 5b shows that all algorithms generate large relative
errors. For the Average, SES, REGRET, and BDES algo-
rithms, the percentages of the results that have a relative
error less than 100 percent are respectively, 80, 78, 80, and
77 percent. The percentages of the results that have a
relative error greater than 200 percent are 12, 14, 12, and
15 percent respectively. The Average and REGRET algo-
rithms perform the best.

A trustee with stable behavior pattern. For a trustee who has
the stable behavior pattern, the next behavior tends to fluctu-
ate around the mean of the previous behaviors. The rating
has a greater probability of being closer to the mean of the
previous ratings. All algorithms are able to produce very
good results in terms of absolute error and relative error as
shown in Figs. 6a and 6b. The REGRET algorithm performs
the best, slightly better than the BDES algorithm. For these
two algorithms, around 98 percent of the results have an
absolute error that is less than 0.2. The corresponding

TABLE 9
Instances of Trustee Behavior Patterns

(a) (b)

Fig. 5. (a) Absolute error, and (b) Relative error for a trustee with the ran-
dom behavior pattern.

(a) (b)

Fig. 6. (a) Absolute error, and (b) Relative error for a trustee with the sta-
ble behavior pattern.
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percentage for the SES algorithm is 94 percent. The percen-
tages of the ratings that have less than 0.1 absolute error are
86 percent for the Average and REGRET algorithms, and
78 percent for the SES and BDES algorithms. As shown in
Fig. 6b, for every algorithm, almost all results have a relative
error less than 60 percent. Ninety percent of the results gen-
erated by the Average and REGRET algorithms have a rela-
tive error less than 20 percent. The corresponding
percentages for the SES and BDES algorithms are 82 and
87 percent respectively.

A trustee with a trend behavior pattern. For a trustee who
has the trend behavior pattern, the behavior becomes better
and better (or worse and worse depending on the trend) as
time passes, i.e., the number of interactions increases. The
BDES algorithm outperforms the other algorithms in terms
of absolute and relative error when the trustee has a trend
behavior pattern.

As shown in Fig. 7a, 88 percent of its results have an
absolute error less than 0.2 and 83 percent of its results
have an absolute error less than 0.1. The corresponding
percentages are 72 and 42 percent for the Average algo-
rithm, 89 and 67 percent for the SES algorithm, and 87 and
50 percent for the REGRET algorithm. As shown in Fig. 7b,
although the percentage of the results that have less than
40 percent relative error is around 98 percent for the
BDES, Average and REGRET algorithms, only the BDES
algorithm is able to make 85 percent of its results having a
relative error less than 20 percent. The Average and
REGRET algorithms can achieve 42 and 61 percent respec-
tively. 87 percent of the results obtained using the SES
algorithm have less than 40 percent relative error, 78 per-
cent of the results have less than 20 percent relative error.

A trustee with jumping behavior pattern. A trustee with the
jumping behavior pattern behaves as if he had the stable
behavior pattern, and suddenly changes his behaviors.
Comparing the results of this experiment with those of the
previous two experiments, we can see that the performance
downgrades for all, especially the Average and REGRET
algorithms. As shown in Fig. 8a, the BDES and SES algo-
rithms still make, respectively, 93 and 88 percent of the
results have less than 0.2 absolute error. The corresponding
percentage is 48 percent for the Average algorithm and
61 percent for the REGRET algorithm. The upper bound of
the absolute error is 0.6 for the BDES and SES, and 0.7 and
0.9 for the Average and REGRET algorithms respectively.
Fig. 8b shows that the BDES algorithm has the highest

percentage of the results with less than 100 percent relative
error, which is 96 percent. For the Average, REGRET, and
SES algorithms, the percentages are, respectively, 63, 78 and
90 percent. From another perspective, 90 percent of the
results obtained using the BDES algorithm have less than
47 percent relative error. The same percentage of results
obtained using the Average, REGRET, and SES algorithms
have a relative error less than 190, 170, and 100 percent
respectively. The BDES algorithm has the best performance
among the evaluated algorithms.

A trustee with two-phase behavior pattern. A trustee who
has the two-phase behavior pattern has similar behaviors
as compared to the trustee with the jumping behavior pat-
tern, except that he changes his behaviors gradually instead
of suddenly. In terms of absolute errors, the BDES and SES
algorithms perform a little better, while the Average and
REGRET algorithms perform slightly worse as compared to
the jumping behavior pattern. As shown in Fig. 9a, the per-
centages of the results with less than 0.2 absolute errors are
85, 90, 62 and 47 percent for the BDES, SES, REGRET, and
Average algorithms, respectively. The percentages of the
results with less than 0.1 absolute error are 82, 69, 37, and,
37 percent correspondingly. Fig. 9b shows that all algo-
rithms have a better performance in terms of relative errors
compared to what they achieve in the previous experiment.
All the results obtained using the BDES algorithm have less
than 100 percent relative error. For the SES, REGRET, and
Average algorithms, 98, 83, and 71 percent of the results,
respectively, have a relative error less than 100 percent.
Ninety percent of the results obtained from the BDES, SES,

(a) (b)

Fig. 7. (a) Absolute error, and (b) Relative error for a trustee with the
trend behavior pattern.

(a) (b)

Fig. 8. (a) Absolute error, and (b) Relative error for a trustee with the
jumping behavior pattern.

(a) (b)

Fig. 9. (a) Absolute error, and (b) Relative error for a trustee with the two-
phase behavior pattern.
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REGRET, and Average algorithms have less than 38, 58,
140, and 170 percent relative errors respectively.

6.3 Distribution of Mean Squared Errors

Previous experiments studied the errors generated by a sin-
gle user per type. The second set of experiments explores
the distribution of mean squared errors, as defined in (38).
Here, n is the number of predictions:

MSE ¼ ðti � riÞ2=n: (38)

We generate the 100 trustees per behavior pattern using
the parameters in Table 9. Please note the trustees are not
the same. Four algorithms are applied on each trustee.
For each trustee, the MSE generated by each algorithm is
computed. For each type of trustee, the distribution of MSE
generated by each algorithm is plotted using cumulative
frequency figures. Also, averageMSE is computed.

6.3.1 Results and Observations

When the trustee has the stable behavior pattern, the Aver-
age algorithm outperforms the other algorithms in terms of
MSE as shown in Fig. 10a. Its MSEs range from 0.002 to 0.01.

Around 99 percent of them are less than 0.005. The REGRET
and SES algorithms have almost the same performance,
which is worse than that of the BDES algorithm. Ninety per-
cent of theMSEs of the REGRET and SES algorithms are less
than 0.009, while the same percentage of MSEs of the BDES
algorithm are less than 0.0078. As shown in Fig. 10b the
BDES algorithm introduces larger MSE than the other three
algorithms when the trustee has the random behavior pat-
tern. The MSEs range from 0.07 to 0.20. Ninety percent of
them are less than 0.16. The MSEs of the other three algo-
rithms are very close. All of them are in the range of 0.06 to
0.12. Fig. 10c shows that the BDES performs better than the
other algorithms in terms of introducing less MSE when the
trustee has the trend behavior pattern. Its smallest MSE is
about 0.005. Ninety nine percent of its MSEs are less than
0.012, which is the smallest one among all the MSEs intro-
duced by the other algorithms. The Average algorithm has
the worst performance. Its MSEs are in the range of 0.02 to
0.04, 94 percent of them are less than 0.03. The SES algo-
rithm performs slightly better than the REGRET algorithm.
Its MSEs range from 0.012 to 0.018, while 99 percent of the
MSEs of REGRET are in the range of 0.014 to 0.02.

As shown in Figs. 10d and 10e, when the trustee has the
jumping or two-phase behavior pattern, the BDES algo-
rithm has much better performance than the other algo-
rithms. Even its largest MSE is smaller than the smallest
one introduced by the other algorithms. For a trustee with
the jumping behavior pattern, the ranges of the MSEs are
0.009 to 0.017 for the BDES algorithm, 0.018 to 0.03 for the
SES algorithm, 0.04 to 0.07 for the REGRET algorithm, and
0.06 to 0.09 for the Average algorithm. For a trustee with
the two-phase behavior pattern, the corresponding ranges
are 0.004 to 0.001, 0.012 to 0.017, 0.04 to 0.06, and 0.05 to
0.08, respectively.

Table 10 shows the average MSE for each behavior pat-
tern obtained in the experiment. For a completely unpre-
dictable trustee, i.e., the one with random behavior, no
algorithm is able to provide practically useful integrity
trusting belief. For a stable trustee, all algorithms can pro-
vide satisfactory information, with the Average algorithm
being the best. When a trustee has the trend to change his
behavior, e.g., the trend, jumping, and two-phase behavior
pattern, only the BDES algorithm is able to catch this trend.
The accuracy of the integrity trusting belief computed using
the BDES algorithm is not affected much by the change of
behavior, as seen in the last row.

7 CONCLUSION

In this paper we presented a dynamic computational trust
model for user authorization. This model is rooted in

(a)

(b) (c)

(d) (e)

Fig. 10. Distribution of mean squared error for (a) Stable, (b) Random,
(c) Trend, (d) Jumping, and (e) Two-phase behavior patterns.

TABLE 10
Average MSE for Each Behavior Pattern
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findings from social science, and is not limited to trusting
belief as most computational methods are. We presented a
representation of context and functions that relate different
contexts, enabling building of trusting belief using cross-
context information.

The proposed dynamic trust model enables automated
trust management that mimics trusting behaviors in society,
such as selecting a corporate partner, forming a coalition, or
choosing negotiation protocols or strategies in e-commerce.
The formalization of trust helps in designing algorithms to
choose reliable resources in peer-to-peer systems, develop-
ing secure protocols for ad hoc networks and detecting
deceptive agents in a virtual community. Experiments in a
simulated trust environment show that the proposed integ-
rity trust model performs better than other major trust mod-
els in predicting the behavior of users whose actions change
based on certain patterns over time.
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